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Abstract of the contribution: This paper proposes a simplified Onboarding solution that addresses both UP and CP UE Provisioning Procedures under certain circumstances.
Proposal
This pCR proposes to add the following solution to TR 23.700-07, which provides a simplified onboarding solution, addressing both UP and CP UE Provisioning procedures. The solution is not generally applicable, but it simplifies the general onboarding mechanism.

*** BEGIN CHANGES ***
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc26337096][bookmark: _Toc23236014]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	6

	1
	X
	
	
	
	
	

	2
	X
	
	
	
	
	

	3
	X
	
	
	
	
	

	4
	X
	
	
	
	
	

	5
	
	
	
	X
	
	

	6
	
	
	
	X
	
	

	7
	
	
	
	X
	
	

	X
	
	
	
	X
	
	



*** NEXT CHANGES (All new text)***

6.X	Solution #<X>: Simplified Common UP/CP onboarding solution for SNPN
6.x.1	Introduction
This solution proposes a simplified Onboarding solution that addresses both UP and CP UE Provisioning Procedures. The simplification consists of the lack of support for an onboarding network or a DCS. Therefore, this procedure is applicable when the device is directly onboarded onto the SNPN that owns the device.
The solution allows a UE, which is not initially provisioned with regular UE credentials to access an SNPN and to get provisioned with regular UE credentials and configuration for such SNPN. 
The UE selects the SNPN (the exact details of SNPN selection are FFS) and registers to it for onboarding service. During the registration procedure the UE provides its Onboarding UE certificate. This allows the SNPN to authenticate the UE and verify its Onboarding SUPI.
The procedure is applicable when the following list of assumptions and constraints are met.
6.x.1.1	Assumptions
-	The solution supports a single SNPN network, i.e., no support for an Onboarding Network or a DCS is provided.
-	SNPN owner buys a number of devices.
-	Devices come in a box, with a label on it (such as a QR code or bar code).
-	SNPN operator scans the code in box of device, so that the device gets to be known to the SNPN. Therefore, some provisioning actions take place in the SNPN.
-	Operator unboxes the device and switches it on. The device selects an SNPN network in range. If the network is broadcasting whether Onboarding operations are allowed, the UE uses such information to filter those networks which are not allowing Onboarding.
-	The UE does a trial an error until it selects the SNPN that has acquired the device.
-	No Onboarding Network is present.
-	No DCS in the Vendor’s network is contacted.
-	The SNPN authenticates the UE. For that, the UE is configured with an Onboarding UE certificate (signed by the vendor). The SNPN may need to install the vendor’s root certificate for verifying the Onboarding UE certificate.
-	The UE authenticates the SNPN. For that, the UE is configured with a Unique UE shared secret (e.g., a shared key). This shared key is supplied to the SNPN either via an offline mechanism or as part of the data in the QR/bar code. In either case, the SNPN provisions the Onboarding SUPI together with the Unique UE shared secret. Then the SNPN operator supplies this shared secret in the signalling to the UE, so that the UE can authenticate the SNPN. 
-	Alternative assumption: In order to guarantee privacy of the shared secret, since the UE has supplied in the signalling its Onboarding UE certificate, the SNPN may use it for encrypting the Unique UE shared secret before sending it to the UE.
6.X.2	Functional Description
The solution allows a UE, which is not initially provisioned with regular UE credentials to access an SNPN and to get provisioned with regular UE credentials and configuration for such SNPN. 
The UE selects the SNPN (the exact details of SNPN selection are FFS) and registers to it for onboarding service. During the registration procedure the UE provides its Onboarding UE certificate. This allows the SNPN to authenticate the UE and verify its Onboarding SUPI. 
Additionally, during this registration phase, the SNPN provides the Unique UE shared secret (or an encrypted version of it) to the UE. Such Unique UE shared secret must have been communicated offline to the SNPN, for example, it may be scanned with the help of a QR/bar code printed in the box of the device or supplied by external means to the SNPN. The SNPN sends its configured Unique UE shared secret to the UE, so that the UE is able to verify that it is actually accessing the correct SNPN. 
The SNPN authorizes to proceed with the onboarding registration. The SNPN, taking into account UE capabilities and local policy determines whether a UP or CP provisioning should be executed. 
If CP solution is chosen, provisioning of the UE using CP follows the registration. This follows the steps of the general Onboarding CP UE Provisioning procedure.
If UP solution is chosen, the UE is duly informed and proceeds to establish an onboarding PDU session. Once established, the UE uses any available mechanism to contact the Provisioning Server for provisioning. This follows the steps of the general Onboarding UP UE Provisioning procedure.
At the end of any of the CP or UP procedures, the UE is provisioned with regular UE credentials (for the SNPN owning the UE's subscription) and additional configuration data. Then the UE de-registers from the ON, performs a new network selection, and registers using the provisioned regular UE credentials with the SNPN owning the UE's subscription.
NOTE:	Both CP and UP UE provisioning procedures are the same as the general Onboarding solution.
6.X.2.1	Architecture


Figure 6.X.2.1-1: Architecture for Simplified UE Onboarding to an SNPN
6.X.3	Procedures
6.X.3.1	High-level Procedures


Figure 6.x.3.1-1: Overview of the simplified Onboarding solution
A1:	At manufacturing time, the device vendor configures the UE with unique Onboarding UE Credentials and a Unique UE shared secret. The shared secrete may be printed, e.g., in the box of the device, embedded into a QR code, or supplied to the SNPN via offline means.
A2:	The SNPN configures its network, by adding, e.g., to the PS, the Onboarding SUPI to the list of authorized UEs to perform the onboarding function. Additionally, the SNPN binds the Onboarding UE Credentials and the Unique UE shared secret to such Onboarding SUPI. The PS may also be provisioned with the supported capabilities of the UE.
Then, if static allocation of regular UE credentials is used, the SNPN binds the Onboarding SUPI with the regular UE credentials assigned by the SNPN. Additionally, the SNPN may also configure the data that needs to be provisioned in the UE, including regular UE credentials and other data (e.g., PLMN ID and NID of the SNPN, Configured S-NSSAIs, DNNs, etc.). 
B:	The UE, either manually or automatically (e.g., due to the lack of a valid UE configuration to access the network) selects the SNPN access network and initiates the onboarding process. During this initial access/registration the UE initiates a dedicated onboarding registration procedure (i.e. registration type set to “onboarding”), whereby the UE derives an Onboarding SUPI and creates a SUCI just for the onboarding process. As part of the registration procedure the SNPN authenticates the UE with the Onboarding UE certificate, and the UE authenticates the SNPN with the Unique UE shared secret. During the authentication procedure, the UE supplies its Onboarding SUPI and Onboarding UE certificate and requests the SNPN to provide proof that is in possession of the Unique UE shared secret. The UE verifies that the network is in possession of the Unique UE shared secret and continues with the onboarding procedure. 
Editor’s Note: The details of the derivation of the onboarding SUPI and the creation of the onboarding SUCI are to be decided by SA3.
C: 	The SNPN, based on UE capabilities and local policy, decides whether a Control Plane UE provisioning or User Plane UE provisioning procedure should be used. The SNPN informs the UE of the selected onboarding method. 
D1:	If a CP UE provisioning procedure is selected, the SNPN initiates it (e.g. UE Parameter Provisioning or similar procedure).
D2:	If instead, a UP provisioning procedure is chosen, upon reception of a successful registration indication, the UE initiates the establishment of an Onboarding PDU session.
D3: 	Upon successful Onboarding PDU Session establishment, the UE initiates an Application-level connection toward the Provisioning Server to retrieve the UE provisioning data. This step needs not be standardized by 3GPP.
E:	Once the UE has been provisioned with regular UE credentials and additional data, it deregisters from the network, and it may perform a PLMN selection and registration with the new provisioned data.
6.X.3.2	Registration procedures


Figure 6.X.3.2-1: UE Registration, authentication, and authorization flow of the Onboarding solution 
1. 	The UE receives a trigger to start the onboarding procedure. This trigger can be manual, provoked by a user pressing a given combination of keys; or it can be automatic, for example., due to the UE starting and not being previously provisioned.
2.	The UE derives an onboarding SUPI and creates its corresponding SUCI.
NOTE1:	The UE is assumed to lack configuration of the home SNPN. Therefore, most of the fields of the SUCI cannot be duly populated. In particular, the Home Network Identifier, Routing Indicator, and Home Network Public Key Id may be uninitialized (or zeroed). Additionally, the UE cannot cypher the SUPI, due to lack of a Home Network Public Key. It is, therefore, assumed that the SUCI uses the null-scheme Protection Scheme Identifier.  
3.	The UE selects the SNPN to connect to. This network selection can be manual, if a user selects a network from a list of available networks, or automatic, e.g., if the UE is provisioned with a list of PLMN IDs and NIDs to connect to.
Editor's Note: Whether NG-RAN broadcasts special information for onboarding, e.g. indicating that onboarding is supported, is FFS.
Editor’s Note: The details on how a UE selects the SNPN are FFS.
4.	The UE sets the AS signalling. The UE sets up an RRC connection (RRCSetupRequest) and includes Access Network Parameters. The AN parameters include an EstablishmentCause Information Element set to a new Onboarding value. Once the AS is setup, the UE establishes a NAS connection by sending a Registration request containing an onboarding SUCI, PEI, and a 5GS Registration type set to a new Onboarding value. The 5GS Registration type indicates that the UE wants to perform an Onboarding procedure.
5.	 The RAN node examines EstablishmentCause IE and selects an appropriate onboarding AMF in the SNPN.
NOTE2	The above assumes that the RAN node can only route toward a default onboarding AMF in the SNPN. RAN sharing scenarios, where the RAN node is serving multiple default onboarding AMFs belonging to different onboarding networks, is not supported in this version of the specification.
6. 	The RAN node forwards the Registration request to the selected onboarding AMF. The AMF receives an N2 message (N2 parameters, Registration Request as for step 4). When NG-RAN is used, the N2 parameters include Location information and Cell Identity related to the cell in which the UE is camping.
7.	AMF receives the Onboarding SUCI in the Registration Request. Since this is a null-schemed protected SUCI, AMF can safely de-conceal it and extract the SUPI.
NOTE3:	3GPP TS 23.003 [x] enables an AMF to de-conceal the SUCI when the Routing Indicator is zero and the protection scheme is null.
8.	Then, the AMF, based on the Onboarding SUPI, selects an AUSF that supports onboarding procedures.
9.	The AMF sends an Authentication request to the AUSF, including the onboarding SUPI. 
10.	The AUSF requests authentication to the UE. In this procedure, the UE supplies its onboarding UE certificate to the DCS. The DCS verifies the validity of the certificate path of the supplied onboarding UE and matches its binding PEI/MAC-address/HostID. 
Editor’s Note: The authentication details must be agreed by SA3.
11. The AUSF sends a successful authentication response to AMF.
12.	The AMF may send a successful authentication response to the UE.
13.	The AMF requests authorization from the SNPN for proceeding with the Onboarding of the UE. For that, the AMF contacts the PS.
14.	The PS receives the Onboarding SUPI from the AMF. The PS verifies that the SUPI is entitled to proceed with the onboarding procedure.
15.	The PS, based on the type of UE (determined from the PEI) and local policy, decides whether the provisioning of the UE shall be done using Control Plane or User Plane procedures.
16.	The PS sends a response to the AMF, including the Unique UE shared secret and the decision for continuing with either Control Plane UE provisioning or User Plane UE provisioning. Depending on the selected UE provisioning procedure, the PS does:
a)	If a Control Plane provisioning solution was chosen, this message may also include the data that needs to be provisioned to the UE. The UE provisioning data may be integrity protected and signed with the private key of the PS and may be cyphered with the onboarding public key of the UE.
b)	If a user plane provision solution has been chosen, this message contains an authorization for an onboarding PDU session as well as a list of triplets that restrict the connectivity of the Onboarding PDU Session to just those instances of the Provisioning Server that match any of the triplets.
Editor’s Note: It is expected that all these data to the UE needs to read are subject to both integrity and confidentially protection. The details need to be agreed with SA3. 
17.	AMF sends a NAS Security Mode Command to the UE. 
Editor’s Note: It is expected that the NAS Security Mode Command procedure specified in TS 33.501 clause 6.7.2 needs to be adapted to the security aspects of the onboarding procedure.
18.	The UE responds with a NAS Security Mode Command Complete answer.
19.	The AMF sends a Registration Accept message to the UE. This includes a decision on whether CP UE Provisioning procedure or UP UE Provisioning procedure should be used, as well as SNPN security information that is selected for the onboarding of the device. 
20.	The UE verifies that the receive Unique UE shared secret matches its locally generated one. The SNPN is now authenticated at the EU.
Editor’s Note: It is also possible that the Unique UE shared secret is sent to the UE during the Authentication in step 10. For that, the AUSF should first retrieve such key from PS. It is FFS to determine the actual step in which the Unique UE shared secret is delivered to the UE.
Once this Registration procedure phase of the Onboarding procedure is completed, the next phase starts. This next phase is either a Control Plane UE Provisioning Procedure or a User Plane UE Provisioning Procedure as per the general Onboarding solution.
6.X.4	Impacts on services, entities, and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.

*** END OF CHANGES ***
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